
CERRID #######

PAGE 1
1

UNCLASSIFIED / NON CLASSIFIÉ

CERRID #######

1

UNCLASSIFIED / NON CLASSIFIÉ

Learning Hub

Cyber Security Training for 
the Government of Canada
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Canadian Centre for Cyber Security (Cyber Centre)
 Operates under the Communications Security Establishment (CSE)

 Canada’s national cyber security authority
● Single unified source of expert advice, guidance, services, and support on cyber 

security

● National authority on communications security (COMSEC)

● Integrated incident response within the federal government 

● Collaboration with the RCMP and other partners on cybercrime and cyber security 
matters

● Critical infrastructure engagement program addresses complex cyber security 
challenges

 Serves federal, provincial, territorial, and municipal governments in Canada, 
critical infrastructure, private sector, and academia
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Learning Hub
 The Cyber Centre Learning Hub (LH) offers COMSEC and cyber security instructor-

led and online courses and workshops for various audiences, as well as custom 
solutions

 This training is offered primarily to the Government of Canada (GC) but is also 
available to other levels of government, publicly funded institutions, and eligible 
private sector companies

 Services include

● In-class and virtual instruction

● Custom and tailored training

● Elearning
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Is Cyber Security Proactive or Reactive?



CERRID #######

PAGE 5
5

UNCLASSIFIED / NON CLASSIFIÉ

CERRID #######

PAGE 5
5

UNCLASSIFIED / NON CLASSIFIÉ

Three Thoughts about Cyber Security
 The Internet was not built with security in mind

 We have built a colossus on top of this foundation

 There is nearly endless room for creativity and for exploitation
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What Do We Do About It?
 How do we train people in a rapidly-changing, complex and dynamic 

environment?

 How do we train people to recognize shifting contexts and 
understand a rapidly-changing, complex and dynamic environment?

 How do we train people how to manage risk that is influenced by a 
rapidly-changing, complex and dynamic environment?
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An Evolving Model
 Context and language

 Threats
● Motivations, actors and TTPs

 Countermeasures
● Security controls, technologies, processes

 Case studies linked with learning activities
● Linking real world examples to concepts
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National Cyber Threat Assessments
 Produced by the Cyber Centre to 

help build Canada’s resilience to 
cyber threats

 Based on an analysis of the 
threat landscape using both 
classified and unclassified 
sources

National Cyber Threat Assessments - Canadian Centre for Cyber Security

https://www.cyber.gc.ca/en/guidance/national-cyber-threat-assessments
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Techniques
 Case studies and tech demos

 Activities and mapping exercises

 Open dialog

 Training material life cycle

 Engaging SMEs and experts

 Linking security to threats

 Addressing biases and 
misunderstandings

Family member opened an attachment 
that installed malware on the computer

Context Actions 
taken or 

not taken

Impact or 
harm

TTP

Mitigation and 
lessons learned
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Keep it Interesting
 Threats, responses and new technologies

are fascinating

 Real world examples resonate with learners
● Case studies, reports and mapping exercises
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Cyber Security Goals
 To protect and maintain information and infrastructure in support of 

business requirements:
● Confidentiality

● Integrity

● Availability

 Additional goals:
● Assurance

● Authenticity

● Non-repudiation

Integrity

Availability

Confidentiality
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Audiences
 Federal, provincial, territorial and municipal governments in Canada, 

critical infrastructure and academia

 Strengthening skills and providing context for experts

 Helping new experts emerge and grow

 Building cyber resilience for everyone
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Cyber Security is a Team Sport!
 Cyber security needs players with different strengths to 

be successful. Both technical and non-technical players 
are needed!

 Cyber security professionals are essential to protecting 
our citizens, economy, and democracy.

 The field of cyber security is always evolving, and most 
days bring something new.
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Streams
 COMSEC, IT and Cloud Security and Cyber Security

 E-learning and instructor led courses

 Virtual, in-person and hybrid learning

 Group training, custom training 
and curriculum courses



CERRID #######

PAGE 15
15

UNCLASSIFIED / NON CLASSIFIÉ

CERRID #######

PAGE 15
15

UNCLASSIFIED / NON CLASSIFIÉ

Types of Courses
 Fundamentals

● Building context and concepts, establishing best practices

● Collaboration with the Canada School of Public Service

 Activity or technology based
● IT risk management, cloud security, authentication, telework, IoT, wireless 

technology, operational technology, software development, cryptography

 Issue based 
● Cybercrime, social engineering, insider threats, event management, TTX, 

incident response…
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Takeaways
 Foster curiosity and exploration

 Communicate ideas, help learners link them to lived experience and 
real-world examples

 Connect threats with countermeasures

 Prepare learners for future developments

 Leverage our material and explore our courses
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Questions
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CONNECT WITH US

education@cyber.gc.ca

https://cyber.gc.ca/en/learning-hub

833-645-3276

mailto:education@cyber.gc.ca
https://cyber.gc.ca/en/learning-hub

